Step 0: Introduction

In order to practice the Enterprise Content Management by using SharePoint, we need to install
two virtual machines:

< A Domain Controller
The domain controller running on Windows Server 2012 R2. We will be calling the
domain cfcode2016.com, This server will host Active Directory, DNS, and Certificate
Authority. It will run on 2GB of RAM.

7
0

A SharePoint Machine

The SharePoint machine will be running using the SharePoint mini-role configuration
which should only be used for development and testing. Never production. The plan is to
configure SSL certificates, a development and intranet site using Host Named Site
Collections (HNSC). Services that will be running on this machine will be Managed
Metadata Service, User Profile, Search, Workflows, and Apps. I will be using SQL 2016.
We will be installing Visual Studio 2015 directly onto the SharePoint server.

If you don’t have MSDN, these products all have 180-day trial licenses available, and you could
use them instead. https://www.microsoft.com/en-GB/evalcenter/
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Step 1: Setting up and configuring Host Computer using Hyper V
< Turn on the Hyper V

To install Client Hyper-V, you use the well-hidden Windows Feature control panel.
(Thanks to the wonders of Start Search in Windows 10, however, it’s easily found if you
know what you’re looking for: Search for windows features, filter to Settings, and

select Turn Windows features on or off.)

= Windows Features o | B

Turn Windows features on or off 7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

el ) .NET Framework 3.5 (includes .NET 2.0 and 3.0) . |

I

@ @ | .NET Framework 4.5 Advanced Services |
|| 1, Active Directory Lightweight Directory Services
7)), Hyper-V |
@ [¥] |, Hyper-V Management Tools '

m

V] |, Internet Explorer 10
@ [7] |, Internet Information Services
"1 1. Internet Information Services Hostable Web Core
@ V] |, Media Features
. Microsoft Message Queue (MSMQ) Server
Netwnrk Proiectinn

® |
-

OK I ‘ Cancel ]

Expand the Hyper-V entry and you’ll see two sub-entries, Hyper-V Managements Tools
and Hyper-V Platform. If the second is grayed out, you can’t install Hyper-V. (That said,
you may need to turn on virtualization features in your PC’s BIOS or UEFI firmware
first. So, check that before despairing.)

Select the features you want to install, click OK, and Client Hyper-V will be installed.
After a reboot you are good to go.

< Configuring the Network adapters
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I will be creating just two Virtual Machines. The Domain Controller machine and the
SQL & SharePoint machine. I want the Virtual Machines to have internet access, but to
be on their own network IP range. The following instructions will show you my set up.

e Open Hyper V Manager, and on the right-hand side of the screen, click Virtual
Switch Manager.

o Create an external adapter (if it is not already there) and point the network to your
external network connection of your host machine.

:: Virtual Switch Manager for PAULPC -_ =

& Wirtual Switches
& Niew virtual network saitch
£ vy Extemnal
ImteiR) B2579Y Gigabit Metwork C... ]

MbErTiad o

# Global Hetwork Settings

) MAC Address Range
s . B 00 to 0

Connection type
ihat do you wanl to conmect this virtual switch to?

(®) Extenal network:
Inb=Fe) B2579V Gigabit Network Cornection -
] Alicer management pperating system bo share this nebwork adapter

() Internal netwark

() Private network

VLANID
[] Enable wrtual LAN idensfication for management aperating system
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e Then create an Internal adapter. Point that to the Internal network.

&7 Virtual Switch Manager for PALLPC = x
#& Virtwal Switches ot Wirtusl Svitch Properties
I New virtual netwerk switch
i oy External tame:
 Intel(R) B2579V Gigalik Metwork ﬁnmm
0 = Internal Lan
Mt

Internal anly
# Global Network Settings
¥ MAC Address Range
| D01 5-50-0) £ <4 -0 b 040)-15- 5010

Cornection type
| ‘iwhat do you want to connect this virtual swatch to?

() External network:
InteHR) BI579V Gigabit Mebwerk Connecion

(®) Internal network
() Private network

WLAN ID
[[] Enable virbual LAN identification for management aperatng system

e Click OK. To save your Virtual Switches information.

e On your host machine, open up your Network Connections. In run command,
type npca.cpl

e When the Network connections open, you should see your two newly created
Network switches.

!" | vEthemnet (External) . vEthernet (Internal Lan)
k! |dentifying...

ar Hyper-V Virtual Ethernet Adapter ... Hyper-V Virtual Ethernet Adapter

Right Click on the External adapter and click Properties.
Select the Sharing tab, and then tick to ‘Allow other network users to connect
through this computer’s Internet connection.” Then select your Internal adapter
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and click OK on the properties.

[ﬂ] vEthernet (External) Properties =

Metworking  Sharing

Imtemet Connection Sharing

[+] Allow other network users to connect through this
computers Intemet connection

Home networking connection:
vEthemet (intemal Lan) v|

[+] Allow other network users to control or disable the

shared Intemet connection

o The External Adapter should now say Shared

~ || vEthemnet (External) = | vEthernet (Internal Lan)
*g , Shared kg Unidentified network
uﬁﬁ‘ Hyper-V Virtual Ethernet Adapter ... ﬂﬁ‘ Hyper-V Virtual Ethernet Adapter

Now we are done.
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Step 2: Building a base disk to use for differencing disk.

Why am I using differencing disks? To build my dev environment, I need a minimum of 2
servers. An Active Directory, and a SQL & SharePoint server. You could possibly use 3 servers
and separate the SQL and SharePoint out, or you might expand out SharePoint and not just use
the stand-alone configuration. You might add other servers in the future (You will need a beefy
machine for this.) By building a base disk it will save you time in the future, Windows, the basic
set up of features, updates, programs will already be on the machine, and you just need to add the
extra programs you require for the given server.

7

<  What needs to go on here?
You need to put on this machine everything that you would probably want on all your
virtual machines. Your list might be different to mine.

Windows Server 2012 R2 Standard Edition 64 bit.

o Firefox
e Chrome — with any extensions
o Fiddler

R/

< Creating your Virtual Machine.

e Open up Hyper-V Manager

e Under Actions, click on New and select Virtual Machine. Click Next.

e Name you Virtual Machine, and your choice if you wish to store the virtual
machine in a different location. (Preferably on a SSD drive)

e MNew Virtual Machine Wizard X
[ * Specify Name and Location
.-

Befare You Begin Choose a name and location for this virtual machine,
Speify Mame and Lacation

The name is displayed in Hyper-¥ Manager, We recommend that you use a name that helps you easly

Sparify Generation identify this virtual machine, such &= the name of the guest operating system or workload
Assign Memory HName: [cFBese
Corfigure Nelworing Yeui ean create & folder or use an existing folder 1o tore the virtusl mackine. IF you don't select &
Cornect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,
[nstalation Opoons [] Store the virual machine in a deferent locaban
Summary Ci \ProgramData Moosaft s YHypes
< Previous et = Enish Cancel
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e On the Specify Generation page, select Generation 2.

e Mew Virtual Machine Wizard X
) - 5
*- Specify Generation
Befare You Begin Choose the generation of this virtual machine,
Specify Mame and Locatian () Ganeration 1
This virtual machine generation supports 32-bit and E4-bit guest operating systems and provides
5 virtual hardware which has been available in 8l previous versions of Hyper-¥.
Aszign Mamaory
Configure Metwarkng ®) Generation 2

e . X Thig virtual maching generation provides suppert fer meweer virtualizalion features, has UEFT-based
prmect Virtual Ha

o j rd Cisk firmware, and requires a supported S4-bit guest cperating sysbem.

Jation Dption

Insta o 1. Once a virtual machine has been oreated, you cannot change its generation,

Summary

< Bresious Erish Cancel

e Assign some memory, at this stage 6GB (6144mb) will be enough for installing
everything. Click Next.

e Configure the Network to point to the External connection and click Next.

e Name your Virtual Hard Disk. Change the location if you wish, and I recommend
creating a 400GB hard disk. (If you have room). We will split the disk inside the
virtual machine into 100GB and 300GB for C and D drive. Click Next.

o Install Options, you can select Install an Operating system from a Boot CD/DVD-
ROM and in my case I have selected the Windows Server 2012 R2 with Update
(x64) Image file.

< Install Windows 2012 R2 Server Standard Edition.

Inside your Hyper V manager, you should now see your Virtual Machine. In my case it is

called CFBase. By right clicking on the machine, you can connect to it. A window will

O

open. You can then click the Start Button.
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e Configure the language. Click Next

i Windows Setup = | @[]

=@ Windows Server2012R2

Time and currency format: English (United Kingdom)

Eeyboard or input method: IIETESEEIEEER

Enter your language and other preferences and click "Next” to continue.

& 2013 Microsoft Cosporation. All nghts resenved.

e Then Click Install Now.
o Insert your product key. Click Next.
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e Select Windows Server 2012 R2 Standard (Server with a GUI) and then

click Next.
@ iy Windows Setup
Select the operating system you want to install
.Opc-rati-!-tg.ﬁ_',.'shm | Architesture | Date modified
Windews Server 2012 B2 Standard (Server Core Installation) xfd 872272013
Whindows Server 2012 R2 Standard [Senver with a GUI) x5 872272013
Descnption:
This eptien is useful when a GUI is required—for example, to provide backward compatibility for an
spplication that cannot be run on & Server Core installation, All server roles and features are
supported. You can switch to a different installation option later, See "Windows Server Installation
Options.”
et

o Tick I accept the license terms. Click Next.

e Select the Custom: Install Windows only (advanced) option.

e In the Where do you want to install Windows. Click New Create a new space of
102400MB. This will create a 100GB space. Accept the message that says
Windows might create additional partitions for system files. You should now see
Drive 0 Partition 1: Recovery, Drive 0 Partition 2, Drive 0 Partition 3, Drive 0
Partition 4 and Drive 0 Unallocated Space. Select the last one and click New,
then Apply. This will set up your drive space. Select Drive 0 Partition 4
(100GB) then click Next, and Windows 2012 R2 will start installing on the

100GB drive.
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@ oy Windews Setup

Where do you want to install Windows?

¢h Windows Setup

Installing Windows

‘,’ Copying Windows files
Getting files ready for installation
Installing features
Installing updates
Finishing up

Your computer will restart several times. This might take a while,

| Mame Total size Free space | Type
e Drive 0 Partition 1: Recovery 300.0 MB 2T30MB  Recovery
g Drive 0 Partition 2 59.0 MB 940MB System
2 _;, Drive O Partition 3 128.0 MB 1280MB  MSRE (Reserved)
‘ _.», Dirive 0 Partition 4 99.5GB 9568 Primary
. V" Drive 0 Partition 5 300.0 GB 300.0 GB  Primary
43 Refresh 7% Delete &F Format New
€4 Load driver :j Extend

e Once it has finished installing itself, it will ask you for a password for the

Administrator. I use Pa55wO0rd. Click Finish.

e Now you can log in. To perform Ctrl + Alt + Del in a Hyper V Machine.

Press Ctrl + Alt + End.
< Configuring Windows 2012 R2
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e Once you have logged back in again the Server Manager appears. On the left
hand menu, click on Local Server. This will bring up all the properties for this

machine.

e Disable the Windows Firewall, by clicking on the Windows Firewall Public:

On link.

Compuier narme S BDOTATVET Y

‘Moo WLEECALLY

Wvaidiacs Faemsl | Pulss DA

R ] Snabieg

Aarnciin Cankizp Dnwisbed

HE Tasming Traazhed

Erfvg Pl sakiies msgred by THIR Pl enaalad
CIparAIn TR e Pl cromcft Windows Server 2012 U Stanclad
Harderare mlormaticn Yoot {opombon Yirtel Mechne

Laat imafalierd uzdaton
Windiosn Updats

Last cherked for updates

Wi, Erige Papsintry
Ciminmar Fapansrs impoqusment Frogrie

I intarced Secunty Combguuton

T mone
Poaabert IO
Froemaom

brartaited mamory AR

Tortml sk space

Hvar
Wi creigpared

ey

o

Wi paacipating

On

FUTL) Dwbin, Edimbungh, Lubon London
DOES2 D00 B3 552 VA0 5 fyoiemed

e Then click the Advanced Settings on the left of the screen.
e On the right panel of Windows Firewall with Advanced Security,

click Properties.

Filn  Adion  Viem Hulp

3 bbaund Rsle

Chstheund Rl f
Ecm 5 Roler ‘ Wirdmers Freeaall with Advanosd Seourty prosides neteork seoullty b Tindoms ompuiss. || & et Py
+ L Manitsing B Espodt Poiiy.
Owenview

Deomiass Frodida
& virdows freeslnon

Private Profils
& Windoe Freeslinon

Pubdsc Frolle is Active
& hirciows Frewel mon

B Winddows Frewal Prpanst

5 inbmund correciom bt o ol rsich o nia e bocked
8 Outbourd commmcSions et de ok rstch m e s slowed

S Wnbouned conneomons et o not rich 3 sl 2 blocked
) Dutnrd commadions that g0t resioh 3 b e e

S inbound conrwcSons bt oo nol ralch a e wew bicced
8 Dbourd corecior et oo raech n b e alkeved

Geting Stamed

B3 Sonvciien Secudy Fues
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e For each Tab Profile (Domain, Private, Public) switch the Firewall state to Off.

Then Click OK.

Domain Profile | Private Profile | Public Profie | IPsec Settings |

domain.
State

Specify behavior for when a computer is connected to its corporate

‘ Firewall state: |DFF
Inbound connections: | Block: {default)

Outbound connections: |A.Ilnw (default)

Protected network connections:

Settings
— Specify settings that contral Windows
¥— | Firewal behavior.

Logging

Specify logging settings for
troubleshooting.
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e Back on the Server Manager screen click the On link for IE Enchanced Security
Configuration. Then turn this off for Administrators and Users. Click OK.

7, Internet Explorer Enhanced Security Configuration -

Internet Explorer Enhanced Security Configuration (IE ESC) reduces the
expaosure of your server to potential attacks from Web-based content.

Internet Explorer Enhanced Security Configuration is enabled by
default for Administrators and Users groups,

Administrators:
& O oOn (Recommended)
W @ of

Lsers:
¥ O on (Recommended)
B ®of

More about Internet Explorer Enhanced Security Confiquration

Ok | | Cancel

e Go back to the Start menu. Type UAC, and select settings from the right hand
side. Click on Change User Account Control Settings.

e On the User Account Control Settings, move the slider down to the bottom. This
will prevent the screen keep prompting you when an administrative task needs to
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be made. Click OK.

Choose when to be notified about changes to your computer

Wser Acceunt Control helps prevent potentially harmiful programs fram making changes to your computer,
el me more sbout Veer Sccount Contrel ssthings

Abaays notify
e Never notify me when:
®  Apps try to install software or make change:lu vy
Compter
= * | make changes to Windows settings
-—- B Mot recommended,
Meser ntify

e Back in the Server Manager properties window for the server. Enable Remote
Desktop. Click the Disabled link. Then select Allow remote connections to this
computer. Click OK.

Computer name WIN-IQOT47VETS3

Workgroup WORKGROUP

Windows Firewall Public: Off

Remote management Enabled

Remote Desktop Disabled

MIC Teaming Disabled

Ethernet IPv4 address assigned by DHCF, IPvb enabled

e Back in the Server Manager properties window for the server, Click on Windows
Update Not Configured link. This will open the Windows Update Dialog.

Last installed updates Mever
Windows Update Mot configured
Last checked for updates MNever
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e Click Let me choose my settings. Then on Choose your Windows Update
settings, I always have Download updates but let me choose whether to install
them. And then I tick Recommended updates. Click OK.

P Change settings [= 1o .

(o = T W s System and Security » Windows Updste » Change settngs w & =1 trod Pane B

Choose your Windows Update settings

Whan you PC i onling, Windews can automatically chack lor impotant updates and install them using thise
settings. When rew updates are mvailsble, you can gho choose to mstall them when you shut down your PC,
Irnportart updstis

Dowanload updates but bet ma choode whethser 1o install thsm W

Updstes will be sutomsticslly downloaded in the background when your PC i not on & metered
Intemet connection

Recommended updatas

o Give me recommended updates the same wey | recsve important updates

o Grve ot updates T other Micreseft praducts when | updite Windows

Mote: Windows Update might update itself stomatically fiest when cheding for other updates. Read our

& | G |

e Your server will now check for updates. Install anything that is outstanding.
Note: You might have to repeat the check for Windows Update process a couple
of times.

< Disable the Shutdown Event tracker

e Open the start menu and type gpedit.msc. Click on the program to open it.

e In Group Policy Editor, navigate to Computer Configuration\Administrative
Templates\System, open the Display Shutdown Event Tracker policy, and set it
to Disabled.
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G Adlsegte Truddiws Eserd Toocbm St Dotn Fabmn s

1 D rat drghay Menage Vo Seror page o leges Mt cofigared
1 Ty g lis apheasl @eng el vw . Bl voelipasd
i Wit poterausly ysusty HTMA Faly Vi i apridd Bt ooosfpesed
1 Fasisat thina pragg Froam berg i Balg Pt il

[E] Dusplay Shutdown Event Tracker

) Mat Configured Comment:

) Enabled
ST Supparted on:

Optians:

A2 least Windows Server 2003 operating systems or Windows XP Professional

Help:

Shasdo displeyed The Shutdown Event Tracker can be displayed when you shut
i kb s doswn & workstation o server. Ths is an extra set of questsons

that is displayed when you mvoke 8 shautdown (o collect
infarmation related 1o why you are shufting down the computer,

| v

1 you ensble this setting and choose “Always™ from the drop-
doswn menuw fist, the Shutdown Event Tracker is displeyed when
the computer shuts down.

If you ensble this palicy setting and choose “Sercer Ondy™ from
the drop-dewn menu s, the Shutdewn Event Tracker i
displayed when you shut down & computer nunning Windows
Server. (See “Suppoded on” for suppered versions.)

1 you enable this policy setting and choose “Workstation Only™
from the drop-down menu kst, the Shutdown Event Tracker is
displayed whien you shut down 8 computer running a client
wersion of Windows. [See “Supported on” for supported
wersions.)

W yeu disable this policy settang, the Shautdewn Bvent Trackeris |
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e Now when you shut down you shouldn’t see the Shutdown tracker appear.

Choose a reason that best describes why you want
to shut down this computer

Other (Unplanned) W

< Enabling the Desktop Experience

—
e Open up the Server Manager.
e On the right of the screen click Mange > Add Roles and Features
e Click Next.
o Ensure Role-based or Feature-based installation is selected. Click Next.
e On Select destination server click Next.
e On Select server roles click Next.
e On Select features. Expand User Interfaces and infrastructure (Installed) and
tick Desktop Experience. Add the addition features that it requires. Click Next.
e Click Install.
e Restart the Server.
< Getting the Sound to work within your Virtual Machine.
With Hyper V in Windows 10, there is an enhanced session.

®@|® n b

By running in enhanced mode, hovering over the speaker Icon in the task bar, it will state
that Audio Service isn’t running. Right click it, and select sounds. A dialog will then pop
up and ask if you want the audio service to be enabled. Click Yes.
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o This computer cannot play audio because the Windows Audic Service

iz not enabled.

Would you like to enable the Windows Audio Service?

The speaker icon will no longer have a red cross over it. And you should be able to hear
sound through your VM if you enter the machine by using enhanced mode, or via a
remote desktop connection.

< Formatting the second drive.
If you take a look in explorer, you will only see a C:\ drive which should have 149GB.
However we created a 400GB disk, and spilt it into 150GB and 250GB. We need to
format the second disk.

al Local Disk (C:) DVD Drive (D)
!!”; [ | ﬁ IR5_555_X64FRE_EN-US_DV9
133 GB free of 149 GB 0 bytes free of 5.02 GE

e In Server Manager, in the top right corner, select Tools > Computer Management.
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e In the Computer Management window, in the left hand pane, under storage,

select Disk Management

[ Leyout | Type | File Systern [ Snatus

Computer Management {Local [ Walume
& P g |

4 [t Systern Tools |
b (0 Task Scheduber =
b 8 Event Viewss 1=
b il Shaved Folders =i

t ¥ Local Users and Groups ;:.::"::5 S55_WELFRE EM-US_DWE (Dx)
] _-‘_f_:- Performance
iy Device Manager
4 B Stonage |
b -&- Windows Server Backug |
=¥ Disk Management |
I Ly Services and Applications

Simphe
Simple
Sample
Simple
Simple

Biasic
Basic
Basic
Basic
Basic

R
NTFS
UDF

Hualthy (Recovery Partition)

Healthy (EFI Systerm Partition)

Healthy (Primary Partdtion)

Healthy (Boot, Page File, Crash Dump, Priman
Healthy (Primary Partition)

|« n
Buasic
399.88 GB M 300 M8 99 ME
Online M Healthy (Red) | Healtiy |

L [isk 0 ) S A [
i)

149,48 GB NTFS

Healthy (Boot, P;g! File, Cra || Healthry [Prevany Partitson)

cscn-romo I

oV IRS_555_XGAFRE_EN-US_DVS (02
502 GB .03 GB UDF
Oinline Haalthy (Prirnary Pastition)

] " » || I Unaliocated [l Primary partition

25000 GB RAW

o First thing I will do, is change the CD-ROM drive from D: to E: just so I can have

a C and D drive as hard disk.

e Right click CD-ROM 0 at the bottom of the screen. Select Change Drive Letter

and Path.
e On the dialog, click the Change button.

e Assign the new drive letter as E. Click OK.

e Click Yes to the warning message.
e Now we will format the 250GB drive.
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A. At the bottom, on Disk 0 row, at the end you should see 250.00 GB RAW.
Right click this and select Format

L4Disk 0 ' [ ]

Basic )
359.83 GB 300 MB 29 MB 149,48 GB NTF3 250,00 € a
Online Healthy (Res Healthy [ | Healthy {Baat, Pag: File, Cra Healthy %

Explare

Mark Partrticn as Actve
ico-romo :
ovD IR5_S55_XGAFRE_EN-US_DV9 (E) Cunnce vt eies i Eatins
5.03 GB 5,03 GB UDF Format...
Online Healthy (Primary Partition) y
extend Valume
Shrink Volume...
Add Mirror
Delete Volurme...

Properties
B Unallocated W Primary partition

Help

B. Put a name is the Volume label if you wish. I’'m going to delete mine, and
then leave everything as it is. Click OK.

Format -

Wolume label: | |
File system: INTFS v]
Allocation unit size: | Default W |
Perform a quick format

[] Enable file and folder compression

ok || Cancel

C. Assuming you have clicked on the correct area, click OK to the Format dialog
warning.

D. After the formatting has completed, right click on the area again, and this
time, select Change Drive Letter and Paths.

E. On the dialog, click Add.
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F. Ensure that D is assigned. Then click OK.

Add Drive Letter or Path -

Add a new drive letter or path for 255555 MB NTFS Simple Vol....

() Assign the following drive letter:

() Mount in the following empty NTFS folder:

I
(=]
i
[41]

0K || Cancel

G. Your explorer window will now show a C, D and E drive.

4 Devices and drives (3
Lecal Disk (C:) Local Disk (D:)

. =) _

-_— s - 3B free of 149 GB L :.fj *B free of 240 GB
: DVD Drive (E:)

Bl 1Rs 555 X64FRE_EN-US_DV9

——— -'.--'.'.. free "'; ':

< Extra Stuff to install.
Now you can install any additional software that you want to be available on every
virtual machine you build. Below is a list of items I’m installing; you might have more.

. Chrome
Useful extensions
. Firefox
Firebug for FireFox
. Fiddler
. NotePad++

Any extensions

< Setting up the menu
If you currently look at your menu you will notice that everything is everywhere. You
can click and drag tiles and position them in more logical sections. By moving them
between other sections you can create new sections.

By clicking on the bottom right of the menu screen there is a minus icon. By clicking
this, you will zoom out. Then by right clicking a section you can then name it.
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Step 3: Creating your Domain Controller Machine

o First remove the Base Virtual Machine you created in the previous posts from the
Hyper V manager. Select the base virtual machine and on the right hand side,
under the machine name, click Delete. Don’t worry this just deletes the machine,
but keeps the virtual machine disk. By deleting this from Hyper V there is no
chance of accidently starting it.

e Next follow my old blog on Creating your hyper V windows Server 2012
machine from a differencing disk. Give about 2GB of memory to the machine,
use generation 2, and call your differencing disk AD2012R2, and the same with
the machine name.

e When you start up your new Virtual Machine based on the base disk, you will be
required to enter a valid Key Code for Windows Server 2012 R2 Standard
Edition. Let the sysprep process complete, answer any installation questions
required and then log in.

e You now have Virtual Machine that we are going to use for a Domain Controller.

e You should get Enhanced mode back after login in and rebooting once. I believe
hyper V installing tools in the background the first time you login.

< Adding the Internal Network connection
You can do the following steps with the Virtual Machine switched on or off.

e On the Hyper-V manager screen, right click your newly created Virtual Machine
that we are using for Active Directory, and click Settings.
e On the Settings page add a new Network Adapter and click Add

i- Settings for SPI016AD on PAULPC s =
SPI01BAD - 4 b |G
= !‘Mrlin.‘ln" i add Hardware
Ml Add Hardware
e — You o2 use this setting bo add devices b your virtual machine.
Select the devices you want to add and did: the Add bution.
W secunty rs
Metwork Adapter
B Memory . —
# [} Processor

it S L b
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Select Internal as the Virtual Switch and then click OK.

{4 b | Q

4 Metwork Adapter
Spedfy the configuration of the netwaork adapter or remove the network adapter.

Virtual switch:
Internal Lan

VLAM ID
[] Enable virtual LAM identification

ra

< Giving the Virtual Machine a Static External IP Address.
First thing you will need to do is Set the IP of the machine to Static address

Log on to the Virtual Machine, as administrator | Pa55wOrd.
From Start Menu type CMD and open the command prompt.

Type ipconfig /all

David Wang@KPU
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Here you should see what the current dynamic IP address is for your virtual

machine.

= Administrator: Command Prompt

1on 6.3 96061
fon. ALl erights reserved.

“all
IP Configuration
Host Ham . I WIN-4ETENFeNLAF

F
rheid

Ethernet adapter Ethernet:

a1 -88-a1-1F-+

r Tepip

Tunnel adapter izatap.{GBFEY646-2E4R-4C Ak FA-H1+

: Hedia disconr

ag

ft ISATAF Adapter
B-08-B8-00-08-E8

aa-15

LD

1|

4AB-8C

Back in the start menu, type View Network Connections and under Settings you

should see a link.

Right click your network External adapter and click Properties.
In the properties windows, select Internet Protocol Version 4 (TCP/IPv4) and

then click the Properties button.
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o Update the properties form to match your current machine configuration.

Internet Protocol Version 4 (TCP/IPv4) Properties -

General

¥ou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: | 192.168. 0 . 19 |
subnet mask: | 255 .255.255. 0 |
Default gateway: |192.168. 0 . 1 |

Obtain DM5 server address automatically

(#) Use the following ONS server addresses:

Preferred DMS server: | 192,168, 0 ., 1 |
Alternate DMS server: | . . . |
[ ]validate settings upon exit
| QK | | Cancel |

e Click OK. Click Close. After a moment your adapter will reset itself and you
should have internet access again.
< Giving the Virtual Machine a Static Internal [P Address
e In the start menu, type View Network Connections and under Settings you should
see a link.
o Right click your network internal adapter and click Properties.
e In the properties windows, select Internet Protocol Version 4 (TCP/IPv4) and
then click the Properties button.
e Update the properties form to have the following information:
e [P Address: 192.168.137.100
e Subnet Mask: 255.255.255.0
e Default gateway: 192.168.137.1
e Preferred DNS Server: 192.168.137.100
% Configure the Host internal IP settings.
e Back on your Host machine. Open the run command and type ncpa.cpl
e Right click your Internal adapter, and click properties.

7
*
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e In the properties windows, select Internet Protocol Version 4 (TCP/IPv4) and
then click the Properties button.
e Update the properties form to have the following information:
e [P Address: 192.168.137.1
e Subnet Mask: 255.255.255.0
e Default gateway: 192.168.137.1
e Preferred DNS Server: 192.168.137.100
< Change the name of the Machine.
e From the Server Manager screen. Click on Local Server.
e Where it says Computer Name, click the link.
e This will open the System Properties dialog box.
e Click on the Change button.
o Enter the name of the server. I have called mine ‘CFAD’
e Click OK.
e Click OK and reboot when asked.
< Setting up the Domain Controller.
e Login to the CFAD virtual machine using administrator | Pa55w0rd
e On the Server Manager > Dashboard, click (2) Add roles and features
e On the Add Roles and Feature Wizard you will be present with Before
you begin. Click Next
e On Installation Type select Role-Based or Feature-based installation
e On Select destination server accept the default of Select a Server from the
server pool with CFAD selected. Click Next
e On the Server Roles, select “Active Directory Domain Services”

e Add Roles and Features Wizard [ == =
" Deserig
ety Domai S

« Prévious Mt » Concel
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e Accept the Additional features required, by clicking Add Features.

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Pelicy Management
4  Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Teols
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Teols

Include management tools (if applicable)

o Keep press Next until you reach the Confirmation screen. Then
click Install.
Once it is installed click Close on the Wizard page.
e Back on the Server Manager Dashboard you will see the item AD DS added to
the Roles and Server Groups. Click on the title of AD DS. Note it will say at the
top of the screen Configuration required for Active Directory Domain Services at
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CFAD. At the far right of this message click More...

Il ADDs 1

@ Manageability
Events
Services
Performance

BPA results

e The more link will bring up the All Servers Task Detail dialog. It will show an
action of Promote this server to a domain. Click on that link.

e On the Deployment Configuration screen select Add a New Forest.

e I named my root domain cfcode2016.com. Click Next.

o The next screen seems to processes for some time. I thought the screen
was locked/froze but after a minute or so it was fine.

e Give a password of Pa55wO0rd to the Directory Services Restore Mode
(DSRM) password. Click Next

e Ignore the DNS Options warning. Click Next.

e It then check the NetBIOS domain name. (This too takes a little time to
show.) Click Next.

e Next it will specify the Path locations of the AD DS database, log files,
and SYSVOL. Accept the defaults and click Next.

e The next page allows you to review your selection, and export to a
Windows PowerShell script if you wish to automate additional
installations. Click Next.

o Before the actual install of AD, all prerequisites are checked. If all
prerequisite checks are passed then click install. You can ignore warnings.

e The machine will restart automatically after the promotion of the server to
a DC has finished.
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e Once the server has rebooted and you have log on to it, if you click
on Server Manager | Tools, you will notice that the following items have
been installed:
e Active Directory Administrative Center
e Active Directory Domains and Trust
e Active Directory Module for Windows PowerShell
e Active Directory Sites and Services
e Active Directory Users and Computers
o ADSI Edit
¢ DNS
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e Group Policy Management

v 'S:l | I' Manage  Tools View Help
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Moedule for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management

Internet Information Services (I15) Manager
iSCSl Initiator

[ Local Security Palicy

QODBC Data Sources (32-bit)

QDBC Data Sources (64-bit)

Perfermance Monitor

Resource Monitor

Security Configuration Wizard

Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memory Diagnostic

Windows PowerShell

Windows PowerShell (x860)

Windows PowerShell ISE

Windows PowerShell ISE (x86)

Windows Server Backup
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B PROPERTIES
| i TaSEs v

e Now is a good time to shut down the machine and perform a checkpoint in hyper
V manager. That way if you don’t get something right in the next post, you can
always revert back your machine back to the end of this post. (Wish I followed
my own advice sometimes).
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Step 4: Installing Certificate Authority

To allow our SharePoint sites to use SSL, these certificates come from a trusted
certificate authority. This is what we are going to create

e On your domain controller, open up Server Manager
e On the right, click Manage > Add Roles and Features

* {\S} | r Manage Tools View

r
L

Last installed upda

Windows Update

Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

L

e Click Next

e On Select installation type ensure that Role-based or feature based installation is

selected. Click Next

e On Select destination server screen, keep default choice of your domain controller,

and click Next.
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e Select Active Directory Certificate Services and click Add Features when dialog pops
up. Click Next.

5 Add Roles and Features Wizard =[O x

Celect sarver role DESTINATION SERVER
aelect server roles CFAD.chosa218.com

Diescription

A fstree Directory Certificste Senioes
| (AD C5) is wsed to create

- cerbhication authoribes and related

| Acteoe Directony Federation Services role services that allow you to issue

and manage certhiciles used ima

PRt Directony Certificate Service
|

A C5 ] Active Directory Lighbweight Directary Services
wariety of spplications.
Role Services | Auctree Directory Rights Management Services

Confirmation ] Appicabon Senaer a

] DHCP Server

o B a

] Fax Server

@] File and Storage Services (2 of 12 instalked)

] Hyper-¥

O] Metwark Policy and Access Sendces

U] Prirt and Dotument Services

| Remote fcoess
: Remate Detkiop Sennied .
< Previous Kt > okl Canscel

e On Select features click Next.

e On Active Directory Certificate Services screen, it informs you how you cannot
change the name or domain settings of this computer. Click Next.

e On Select role services, select the following

e Certification Authority

o Certificate Enrollment Policy Web Service

e Certificate Enrollment Web Service
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e Click Add Features when prompted.

" DESTINATION SERVER
Select role services CFAD crosaznin cem
Before vou Begin Select the role servces to install for Active Directory Certificate Senvices
Ingtaliation Type Role services Diescription
Server Selection i E Certaficatio:n MMI)'MB used
Cenification Autharity
Saryer Rioles | . . e ipe and manage cerbfhicates
| ¥l Cenificate Enroliment Policy Web Senice Multiple CAs can be linked to form a
Features [+ Certificate Ensoliment Web Service pulhe key infrastructure.
AD C5 [ Cenification Autharity Web Enrollment
| ole services | [ hetwork Device Enrolimert Service
Wb Server Role IS) [ ©nline Respander
fole Sanices
Corfirmation

e On Web Server Role (IIS) click Next.
e On the Select role services click Next

o Tick the Restart the destination server automatically if required, say yes to the dialog
prompt. Then click Install.

. s s . QESTIHATION SESWER
Confirm installation selections CFAD choomaird cem
Bafore You Begin To install the following roles, role services, or features on selected server, click Install
Instaliation Type [ Restart the destination server automatically if required
Earver Selecion Opticnal features (such a5 administration tools) might be displayed on this page because they have
z been selected avtomastically. i you do not want to install these optional features, chck Previous fo chear
Servar Dokl thair check boxes.
Featurzs o
A0 CS | MET Framewark 45 Features al
ficle Services R L]
B WCF Seevices
Wieb Server Robe (IS} HTTR Acti .
Riole Services

Active Directory Certificate Services
R
Certificate Ennaliment Palicy Web Service

Certificate Enmoliment Web Senice

Remoie Server Administration Tools
Rale Administration Toals

Export configuration settings
Specify an alternate source path

e Once the installation completes, you need to configure the Certification Services,
click the link Configure Active Directory Certificate Services on the destination
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S€rver

Vimw mstallation progress

o Feature installation

Configuration required. Installation succeeded on CRAD cleode2016.00m.

Active Dinsctory Certificate Services
Additional steps are required bo configure Active Directory Certificats Sarices on the
destination senar
Certification Autharity
Certificate Enrallment Policy Web Service
Certificate Ennollment Web Service
e e
ASPNET 45

WCF Services
HTTP Activation

page sgain by clicking Motificatians in the command bar, and then Task Details.

Expoat configuration settings

Installation progress BETAT SER

You can chose this wizand without internupting running tasies. Wiew task progress or open this

w

<P{mws_| |__ Mext > Close |

Cancel

On the Credentials screen, ensure you are using domain admin account. Click Next

IEEETEE - ccdentials to configure role services

Roke Services

Ta mstall the following nole services you must belong to the local Administrators groug:
* Standalone certification authorty
* Cestification Authonty Web Enrallment
* Online Resporder

To install the following role services you must belong to the Emberprize Admins group:
* Erterpeise cartification autharity
= Cestificate Enroliment Palicy Web Service
= Cestificate Encollment Wk Senvice
* MNetwork Device Enroliment Senvice

Credentials: CFODDE2D 16\ Administrator

Mare abaut AD CS Server Roles

On Role Services tick Certification Authority, then click Next
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e On Setup Type, leave the default of Enterprise CA, click Next

Setup Type CFAD.cheode2016.com
Cradentzls Specify the setup type of the CA
Faole Services
_ Enterprise certification authorites (CAs) can use Active Directory Domain Services (AD D) to
iirnplifyﬁtrnmag:mnrt of certificates. Standalone CAs do not use AD D5 to issue or manage
CA Typs certificates.
Private Key
% g : ® Enterpriz CA
yRlegraphYy Enterprise CAs must be doman memibers and are typically online to issue certificates or
CA bame certificate policies.
validity Period O i
Certficats Databass Standalore CAs can be members or 3 werkgroup or demain Standalone CAs do nat requine AD
Corfirmation D5 and can be used without a network connection [offinel

Mare about Setup Type

|-:|Iqm..|| st = | |{-oﬂﬁgume

e Since this is the first CA in the domain, on CA Type leave the default of Root CA.

Click Next
DESTINATION SERVER
CA Type CRAD.cleode2016.com
Credentials Specify the type of the CA
Role Services
Satup Type When you install Active Directory Certificate Services (AD CE), you are creating or extending a
public ey infrastructure (PEI} hierarchy. A root CA ic at the top of the PKI hieranchy and issues its
own seif-signed certificate. A subordinabe CA neceives a certificate from the CA sbove it in the PKI
Private Key hierarchy.
Cryprograchny ® Foot CA
CA Namg Root CAs are the first and may be the only CAs configured in a PK] higrarchy,
I
Validity Period O sl 4 CA
Cerificats Database Subordinate CAs require an established PK] hierarchy and are autharized to issue certificates by
Confirmation the CA above them in the hierarchy.

Masre about CA Typs

[ Confgure | [ Conesl]

INFO 3250 Hand on Practice Preparation David Wang@KPU



e On Private Key leave it as Create a new private key and click Next

; DESTINATION SERVER
Private Key CRAD.cheode2016.c0m
Credentials Specify the type of the private key
Robke Services
Setup Type Ta generabe and issue certificates to clients, a certification autharity [CA) must have a private key.
CA Type

® Croate a new private key

_ Use this opbon if you do not have a prvate key or want ko create a new privabe key.

Cryptogra o o] -
yetography 1 Use existing private key
CA Name Use this aptian to ensune continuity with previcusly ssued certificates when renstalling a C&
Valisty Pariod | Select g certificate snd ule 9 amoowted povate key
Certificate Database Select thes option if you have an existing certificate on this computer or if you want to
import a certificate and e #s assooated private key.
Confirmation

Select an existing private key on this computer

Select thes option if you have retained private keys from a previcus instaliation or want to
uze a private key from an alternate sowce.

Muore about Private Key

[ <previous | [ Memts | | configuee || Cancel

e On Cryptography for CA select SHA256. Click Next

DESTINATION SERVER
Cryptography for CA CPAD.cleode2016.com
Credentials Specify the cryptographic options
Fole Services
setup Type Sedect & cryptographic provider Keyiengths:
CA Type | Rsa#Microsaft Saftwane Key Storage Provider [=][ 2048 T+l
Private key Selact the hech algosithm for signing cestificates issued by this Cic
[SHAZG:  la
Ca Name SHATEL =
Validiy Feriod SHAS12
Certficate Database SHa1
KA o
Confirmation

[ Aligw administrator interaction when the private key is acoessed by the CA.

Mare about Cryptographsy

(e [ ] | oo | [ ]

e On CA Name, for development environment, I recommend to rename it to something

simple like MY-CA or you can leave as is (You’ll need to remember this much later).
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Click Next.

DESTINATION SERVER
CA Name CFAD.cfeode2016.c0m
Credentials Specify the name of the CA
Raole Services
Setup Type Type & common name o identify this certification authority (CA)L This name is added 1o all
L certficates maued by the CA, Digtinguished name sulfic values ane automatically genersted but can
CAType be modified.
Private Key
Crytoorioh Commeon name for this CA:
ryptogragh
yRtograghy MY-CA
Validiy Fencd Distinguished name suffie
Certificate Database Dl =cheode2018.DC=com
Coniatich) Preview of distinguished name:

CM=MY-Ca DC=cleode? 06, DC=com

Mare sbowt CA Name

| contgure | [Camcel”]

e On Validity Period, you can change the number of years if you wish. I would imagine
in 5 years SharePoint 2016 will be old hat, and be using SharePoint 2020. Click Next.

‘g - DESTINATION SERVER
Validity Period CRAD.cloode2016.com
Credentials Specify the validity period
Role Services
Setup Type Select the validity period for the centificate generated fior this centification authoeiny (CAE
cATipe s
Private Key CA expiration Date: 23/08/2021 124300
Cryptography The walidity period configured for this CA certificate should excesd the validity pariod for the
CA Name certficates 4 will msue,

Certfficate Database

Confirmation

More about Validity Period

[ <previous | [ Wets | | Configee | [ Cancel
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e Accept the default locations of the CA Database. Click Next.

DESTINATION SERVER
CA Database CFAD.cfeodie2016.0m
Credentials Specify the database locations
Fole Services
Setup Type Certificate database location:
CA Type Eawhndowsisystem3BiCentog
Frlvaih iy Centificate database log location:
CrymgraEny ChWandows\system3N\Certlog
CA Name
Validity Period
| certfcate Database |

Confirmation

More shout Ci Database

e On the final screen, Confirmation, click Configure. You will be presented with a
succeeded screen. Click Close. You will be prompted with a Do you want to
configure additional role services? Dialog. Click Yes.

DESTINATION SERVER
Results CFAD coode2016.com

The fallawing roles, role sendees, ar features were configured:

~  Active Directory Certificate Services

Certification Authority (/] Configuration succeeded
More about CA Confiquration

<o | |_ N> o

e After clicking yes, you will be presented back with the Credentials screen. Click Next
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e On the Role Services screen, now select both Certificate Enrollment Web
Service and Certificate Enrollment Policy Web Service. Click Next.

Role Services
Cradentizk
CA for CES

Authentication Type for C

Service Account flor CES

DESTINATION SERVER
CFAD.cfoode2DG.com

Select Role Services to configure

fication Autharity

arity Web Eneollment
Oinline Responde
Metwork Dewice Enroliment Senvice

[l Certiicate Enrollment Web Sendce

[ Certificate Enroliment Policy Web Senice

Maore about AD C5 Server Roles

O O [ | ()

e On the CA for CES screen, leave as is and click Next. This will allow your target CA
to issue web certificates to SharePoint and other web servers. Click Next.

CA for CES

Credzntials

Riole Services

Authentication Type for C_
service Account for CES
Authentication Type for C
Server Certificate
Confirmation

DESTINATICN SERVER
CRAD.cfeode016.com

Specify CA for Certificate Enroliment Web Services

Select the certification autharity (CA) that you want 1o use for issuing cerificates requested
through this Certificate Enrollment Web Service (CES).

Select
& CA name
O Computer name

Tanget CA: CFAD.cioode2016.com’\MY-CA

[] Configure the Cartdicats Enraliment Web Senace for renewal-only mode.
ﬂ Renewal-only mode requines that the tangeted CA run at least Windows Senar 2008 R2.

More about CA for CES

o | [

e The Authentication Type for CES keep as the default Windows integrated
authentication click Next.
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e On Service Account for CES switch the radio button to use Use the built-in
application pool identity. Click Next

Credentials

Role Services

€A for CES

Authentication Type for C.
L senvice Accours for G5

Authantication Type for .

Server Carficats

Confirmation

Service Account for CES

DESTIMATION SERVER
CRADUcfoode2016.com

Specify the service account

Select the identity that the Certificate Enroliment Web Service (CES) uses when communicating
with the certification authority (CA) and other senvices on the network,

) Specily servce sccount (recommended)

The account s=lected must be a member of the II5_RISRS group. if Kerberos is selected ax the

suthenticaton type, a senvice principal name i required for the service scoount
Select...

® Use the built-in application pool ientity

Muore absut Senice Account for CES

[ Conigr: | (]

e The Authentication Type for CEP leave as Windows integrated authentication.

Click Next.

e On the Server Certificate screen, select your existing self-signed certificate.

Click Next

Server Certificate

Credentiak

Fole Services

CA for CES

Authentication Type for C.
Service Account for CES
Authentication Type for O

Corfirmation

Specify a Server Authentication Certificate

When communicating with clients, the web seracefs) uses Secure Sockets Layer [S51] protacol to
encrypt netwark traffie.
1 Choose an existing certificate for S5L encrypteon [recommended)
Issued To Issued By Expiration Date
MY-CA  MY-CA 25082026

() Choose and acsign & certificate for 551 lster
Ak For this role service to function, you must configure this server with a valid certificate,

Muare about Server Certificate

[ | (]

e On the last screen, click Configure.

INFO 3250 Hand on Practice Preparation

David Wang@KPU



o Finally, you are presented with success messages. Click Close.

DESTINATION SERVER
Results CFAD.cfoode2016.com
The following roles, role services, or features wene configured:
#  Active Directory Certificate Services
Lertificate Enrollment Web Service o Configuration succeeded

(i ] Delegation must be enabled for the web senvice account when the Certificate Enrollment Web
Service & installed and all of the following conditions apphy
1. The Certificate Enrclimeant Web Senvice i installed on a saparate computer fram the
cerbhicabion authority
2, Renewal-only mode is not enabled
3. The authentication type is set for Kerbercs or Certificate Authentication

More about CES Configuration

_ Certificate Enrodlment Palicy Web Service () Configuration succeeded

n Befare chents can use this web senace, a server authenticatson certhicabe must be configured
13 encrypl communication between dients and the sersoe. Use the 115 snap-in 1o venfy the
server authentication certificate.

n Befare clients can use the Certificate Enroliment Policy Web service, Group Policy sattings
must be applied to their computers to divect certificate enroliment requests to the web
SENICE,

More about CEP Configuration

e Your Certificate Authority is now complete and read to give our certs to your
SharePoint farm. This will be configured later after we have at least installed
SharePoint.

< Setting up a Global Policy for Certificate Enrollment.

Here we are going to change a global policy for all machines added to the domain. This is

so Auto enrollment of certificate policies is allowed.

e Open up the Group Policy Management console, by typing gpmc.msc in a run
window.
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e Expand the Forest down to our domain.

m File  Action  View Window Heip -|m]
% nm ol Ee  Bm
| Group Policy Management || efcode2016.com
4 A\ Forest: cicoda20ibicom  ||I"ci s e Goomes Py Ot | Coaap Py o | Do |
4 i Domains
b g cleode20lbeom
b O Setes
3 Group Policy Modeling
[ Group Policy Resutts

This page shows the status of Active: Directony and SYEWOL replication for this domain as & neiates to Group
Policy.

Status Detads
[37] C7AD cfeode01E com i the baseine doman corrolerfor this doman Changs

Ha Infrastructure Status information esdsts for this domain

Chick tha Detect Mow bulion below Lo gather infrasiruciune sistus from all ol the domain controllars in e
domain

o Right click the domain and select Create a GPO in this domain, and Link it here...

o In the New GPO dialog, give it the name of Cert Enrollment Policy, and click OK.

e In the left pane of Group Policy Management expand your domain and at the top you
should see Cert Enrollment Policy, right click it and select edit.

5 Group Policy Management
A _ﬂh Forest: cfcode2016.com
A a@ Domains
4 |§g cfcode2(6.com
] Cert Enrollment Policy
=i Default Domain Policy
B (2] Demain Controllers
I [t Group Policy Objects
[+ ,_“_5. WhAI Filters
[ .:E Starter GPOs

e Navigate down to Computer Configuration > Policies > Windows Settings > Security
Settings > Public Key Policies and double click Certificate Services Client — Auto
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Enrollment

4 | Computer Configuration
a4 [ Policies
b | Software Settings
4 ] Windows Settings
b [ Name Resalution Palicy
B Senpts (Startup/Shutdewn)
4 Gy Security Settings
b 8 Accourt Policies
b @ Local Policies
bl Ewentlog
b @ Pestricted Groups:
b L@ System Services
b [ Registry
b [ File System
b pg Wired Meteork (IEEE B02.3) Policies
b 7 Windows Firewall with Sdvanced S
] Metwork List Manager Policies
b "-d Wirehess Network (IEEE B02.11) Podid

»

b | Pubfic Key Policies

b ] Software Restriction Policies
b Metwork Access Protection
| Application Cantrol Palicies

o In the dialog, set the Configuration Model to Enabled. Click OK.
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| Encrypting File System
" Deta Pratection
2 BitLecker Drive Encryption
7 BitLocker Drive Encryption Network Unlock Certificate
~l Automatic Certificate Request Settings
| Trusted Root Certification Authorities
,‘:Enln‘pm: Trust
lIntenrmediate Certdication Authorities
I Trusted Publishers
7 Untrusted Certicates
Z Trusted People
15 Certificats Sarvices Chent - Certificate Ennallment Palicy
Il Centificate Path Validation Sextings
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Step 5: Creating your SQL & SharePoint Machine
e Follow my old blog on Creating your hyper V windows Server 2012 machine from a
differencing disk. Give about 16GB (16,384Mb) of memory to the machine, and only
add the Internal Network connection.
e When you start up your new Virtual Machine based on the base disk, you will be
required to enter a valid Key Code for Windows Server 2012 R2 Standard Edition.
Let the sysprep process complete, answer any installation questions required and then
log in.
e You now have Virtual Machine that we are going to use for our SQL and SharePoint.
e Enhanced mode of Hyper V will work after you have logged in once, and then reboot.
(Believe tools install themselves in the background).
< Set Static IP address
e In the start menu, type View Network Connections and under Settings you should see
a link.
o Right click your network internal adapter and click Properties.
o In the properties windows, select Internet Protocol Version 4 (TCP/IPv4) and then
click the Properties button.
o Update the properties form to have the following information:
e [P Address: 192.168.137.200
e Subnet Mask: 255.255.255.0
e Default gateway: 192.168.137.1
o Preferred DNS Server: 192.168.137.100
Change the name of the Machine.
e From the Server Manager screen. Click on Local Server.
e Where it says Computer Name, click the link.
o This will open the System Properties dialog box.
e Click on the Change button.
o Enter the name of the server. I have called mine ‘CFSP2016’
e Click OK.
e Click OK and reboot when asked.
% Add the SharePoint machine to the Domain.
e From the Server Manager screen. Click on Local Server.
e  Where it says Workgroup, click the link.
o This will open the System Properties dialog box.
e Click on the Change button.
e Click on the Domain radio button. Type in the name of your domain you gave your
machine in the previous blog post. (Part 4- Installing Active Directory)
o Enter the name of the server. I have called mine ‘CFSP2016’
e Click OK.
e Click OK and reboot when asked.
Important from now on: When you sign in, ensure you sign in as domain\administrator
not computerName\Administrator, defaults to computerName\Administrator.
To ensure that when you type administrator into the SharePoint server to run as domain
admin, it doesn’t automatically think that you mean built in administrator, we are going
to rename the administrator built in account.
e From the Start menu, type User, and select Edit local users and groups

7
0

7
*
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e In the left hand pane, select Users.

e On the right hand pane, right click Administrator and select Rename

e Change the name to something other than Administrator. I’ve renamed mine
to Admin.

e Ifyou log out, and try to log in as COMPUTERNAME\Administrator it will state the
password is incorrect. Change this to COMPUTERNAME\Admin then try your
password. You should be able to log in.

Adding a DVD drive for ISO in Virtual Machine.

Before I can install SQL or SharePoint I need a way to install my ISO files onto my

Virtual Machine. These steps will show you how to add a DVD player to your virtual

machine that will allow you to read ISO files.

e Open up Hyper-V Manager, right click your Virtual machine that you are using for
SQL & SharePoint and click settings.

o  Within the settings window, under Hardware select SCSI controller. Then select

7
*

DVD Drive, and click Add.
17| Settings for SP2016 an PALILPC - o
SP2016 “~ 4 bk |Q
# Hardware B sCs1 Contraler
"___ Add Hardveare
o — Youl can add hard drives and CD/OVD drives to your SC51 controller or remave the SCST
SR G coritroler from the virual machine.
@ secuity Select the type of dive you want i attadh to the conroller and then dick Add,
Secure Boal enablec I-lurdml.rc
pp—
16384 M Shared Crive
& [ Processer
= ¥ 5CS1 Cantrolier
B @ Hard Drive Add
_ =2 You can configune a DVD drive to use a CO mage (iso) fle after you attach the drive to
H g Neh:\mf. ﬂ.._..enm s il
& Hanngemest T ressnave Bhe SCET controler from this virtual machine, dick Remeve, Al virtual hard
7T Name disks attached io ths controller vl be removed but not deleted.
= Integration Services

e Then ready for the next step, select Image File: and find your SQL Server 2016
Standard Edition ISO file.
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Step 6: Creating the Accounts required

Please note that the following setup is just for a simple development environment. You should

read the Microsoft SharePoint Server 2016 Prepare for Installation section.

First we need to create 9 different accounts.

SP_Farm — SharePoint Farm account

SP Setup — SharePoint Setup Account

SP_Content — SharePoint Content account for the Content Databases

SP_Services — SharePoint account for the Shared Services within SharePoint

SP_SQL — The account to run SQL with.

SP Search — The account used for SharePoint Search Crawler

SP_UserProfile — The account used for User Profile service

SP_SuperUser — SharePoint publishing infrastructure super user account

SP_SuperReader -SharePoint publishing infrastructure super reader account
e Log into the Domain Controller.

o In the Start Menu, type Active Directory Users and Computers. Select the application.
o Expand the tree in the left hand pane to see the Managed Service Accounts OU.

Select the Managed Service Accounts OU.

: Active Directory Users and Computers [CFA

B[] Saved Cueries

4 F3 cfcode2016.com

i [ Builtin

B[ Computers

I |2 Domain Controllers

b [ | ForeignSecurityPrincipals
| Managed Service Accounts

| Users
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e Right click on Managed Service Accounts and select New > User. Create a new user
called SP_Farm. Set the Full Name and Log on name to SP_Farm. Click Next.

Mew Object - User -

J Createin:  cfcode2016.coms/Users

D
First name: | SP_Fam | Initials: I:I
Last name: | |
Full name: | SP_Fam |

IUser logon name:

[5P_Fam | [@cfeode2016.com v|

User logon name (pre-Windows 2000):
|u::FcoDEzm &\ | | SP_Fam

< Back Meadt = || Cancel |

o In the password dialog screen, enter the following and click Next.
e Password and Confirm Password: Pa55w0rd
e Untick User must change password at next logon.
e Leave User cannot change password as unticked.
e Tick Password never expires
e Leave Account is disabled as unticked
e Click Next. Then Finish
e Repeat the steps 1-4 for the remaining accounts (SP_Setup,
SP Content, SP_Services, SP_SQL, SP_Search, SP_UserProfile, SP_SuperUser, SP
SuperReader, and SP_Unattended)
e You could add any users here, but when creating their accounts, add them to User OU
not the Managed Service Accounts
< Setting up Host names (SQL2016, Intranet, Dev, HNSC, my)
e On your Domain controller, in the start menu, type DNS. Open the application to the
DNS Manager
o Expand the forward lookup zones contained in the left panel.
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e Right click on the zone cfcode2016.com and click on a New Host
(A or AAAA)

File Action View Help
e #E XEcz BHm § 86

£ DNS Name
A i CFAD @_msdcs
4 || Forward Lockup Zones || [ _sites
[ @ _msdes.cfcoded(16.c ﬁ_tcp
[+ cfco '
B[] Reverse L

Update Server Data File

B ] Trust Poi Reload
B 7 Cenditic Mew Host (& or AAAAY...

t- 7] Global Le Mew Alias (CNAME)...

Mew Mail Exchanger (MX]...
Mew Daomain...

Mew Delegaticn...

Other Mew Records...
DMSSEC

e Type in the name of the record. In this case we are going to name our SQL
Server SQL2016. Set the IP address as the IP address where we are installing SQL.
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This was configured in our previous post as 192.168.137.200. Click on Add Host.

Host (A) | Security

Host uses parent domain if left blank):
SGL2016

Fulty qualified domain name (FQDM):
|5@ L2016 cfcode2016.com

|P address:
|152.153.13?.2m

[ | Update associated pointer (FTR) recond

e You will then get a verification dialog, and after click OK. You will see the record
has been created in the right pane of the DNS manager.
e To Check that this is all working, open a command prompt, and type
ipconfig -flushdns
Then type
ping SQL2016
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sers~Adminiztrator ing SQLAB1G

Pinging SQLZ2BA16 hytes of data:
leply from 1

leply from 1

leply

Reply

Minimum = Bmsz,. Maximum = Bms. Auver

ldministrator_

Note: If it’s unable to ping, you might have the firewall switched on for domains on
your VM'’s. You can turn this off. (Remember this is development machine only)
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Step 7: Setting up directories for SQL.

We are going to set up following directories on the d: drive.

Bring up Explorer by click on Windows Key + E

Double click on the D drive.
Create the following directories.
D:\SQL

D:\SQL\Data
D:\SQL\Logs
D:\SQL\Temp\Data
D:\SQL\Temp\Logs
D:\SQL\Backup

O 0O O O O O

Installing SQL Server 2016 Standard Edition 64 bit
From the Step 5 of these steps we have already inserted the ISO file into the virtual
machine. By opening Explorer inside the virtual machine, you should see DVD Drive

with the SQL disk inserted.

4 Devices and drives (3)
— Local Disk (C:)

- -
| |
e - C
132 GB free of

-— 149 GB =

¢ DVD Drove (E:) SQL2016_xb4 EMU
L 0 bytes free of 2.05 GB
- CDF5

Local Disk (D)

249 GB free of 249 GE

e Double click on the DVD drive, or run Setup.exe
e The SQL Server Installation Center will open up. On the left hand side,

click Installation.

e Click on New SQL Server stand-alone installation or add features to an existing

installation
- ‘SO Server Installation Center = 1o .
A
Planming Aﬁ Mews S0 Server stand-alene installatson or add featiures te an existing installation
Installath ; Launch & wizard m_inmu SO Server 2:!16-;«-1 a non-clustered ervironement or to add
features to an edsting SOL Server 2016 instance.
Maimtenance
W7 Imstell 500 Server Managerment Tosls
Toals 3 hln
L Launch a download page that provides a link to install 50L Senver Management
Fesources Studio, 3L Server command- line utiliies (SOLCMD and BCP), 301 Server PovwerShell
provider, SOL Senver Profiler and Detabsse Tunang Advisor. &n mtemet connection is
Advanced requitned bo irnstall these tock.
Options _f/ Install 300 Server Data Tooks 2
L j Launch & downlosd page that provides a link to install 501 Senver Dista Tools (550T).
3507 provedes Visusl Rudio mtegratson mcluding project system Support for Azure
S0L Database, the 500 Server Database Engine, Reporting Services, Analysis Services
anid Irtegraticn Services. An imtemet connection is required to install S50T.

e The product key should already be entered, click Next, accept the License Terms.

Click Next.
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e Tick Use Microsoft Update to check for updates (Recommended). Click Next.

e Setup install rules will identify any problems that might occur when installing SQL
Server Setup support files. They should all passes. (Ignore warnings) Click Next.

e On the Feature Selection Page. Select Database Engine Services, Full-Text and
Semantic Extractions for Search. Click Next.

Feature Selection
Sebect the Tandsed features to install,
Product Key Festures: Feature description:
ity Irestance Features || 50 Server redistributable and shared faatures |~
Global Rules [+ Diatabase Engine Sendces | arg nstalled when nesded: Eree and Usage
i [C]50L Server Replication Repesting, SOL Server Mateve Client, MEXML
Microsoft Update T Earvhoenh ST mind
Product Updstes [T R Services (n-Database) “mm;nmus}“: ; s R
ekl b s [ Full-Test and Semantic Extractions for Sea
W [ Data Cusality Sereices i
Inztall Rubes [] PolyBase Query Serdice for Extemnal Data | I Preveguisites for selected faatures
Feature Selection [ analysis Sendces v .
Rule [] Reparting Services - Mative | A ceacy Enstallet o |
IF“'“" - S  Windows Powershell 10 or higher o
= i 1=
nEtance E“.""ﬂm“ [] Reperting Services - SharePairt Micrasct HET F-ame-.mm 45 |
Server Configuration [ Reporting Services ads-in for ShareP pint Pro To htllrmllrd‘fn:lm mndlla.' -3
Database Engine Corfiguration [ Data Cuality Client < Micrasedt Visuisl 5’:"5'* 2010 wtﬂﬂf {
Feature Configueation Rules [ Cherit Toals Connectivity
Integrati . Disk Space Requirsments
e [ fhﬂ'::mnhf::-tc bty
i iy e Drive C: 1478 MB requined, 205706 M8
Installstion Progress 3 required, -
o [ Client Toals SDK e
Complete [ Docwnentation Components
[ Diistributed Replay Controller =
3 i IE v
| Selectall || Unsslectan |
Instance root directory |'C='-.Prnqrm Filesh Microsedt S0L Serser, | -
Sharest feature directory: |C\Program Files\Micrasoft SQL. Server\ ||Z|
Shared feature dirschory (xB5) |f_"l.Frugmm Files (w351 \Microsoft 301 Server, | El
<Bock || Met> || Cancd |

e On the Installation Rules page click Next.

e On the Instance Configuration page click Next.

e On the Server Configuration page, change the SQL Server Agent Start Up Type
to Automatic. Also change the SQL Server Database Engine to use
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your SP_SQL account, and enter the password. Pa55wOrd

Service Accounts | Collation

Microsoft recommends that you use a separate account for each SOL Server service,

Service Account Name Password Startup Type
SO0 Server Agent NT Servaice\SOLSERVERA... Automatic ]
SOL Server Ela.tabase Engine CFCODE20E\SP_SOL [TTTY YT Automatic ] v
soL Full-text Filter Daemon Launc... NT Service\MS5QLFDLa... Manual

SOL Server Browser NT AUTHORITYA\LOCAL ... Disabled ] W

e Click Next
e On the Database Engine Configuration page, select Mixed Mode and enter the
password and confirm password as Pa55wOrd. And Click Add Current User.

Database Engine Configuration

Specily Database Engine suthenticstion secunty mede, adeinistratens, date deectones and TerpDE settings.
Product Eey Server Configuration | Data Directaries | TempDE | FILESTREAM |
License Terms
Globel Rules Spexify the puthentication mode and sdministrators for the Database Engine,
Microzaft Update Authentication Mode
P 7 Windgws authentication mode
Install Setup Files : £ X S

) Mied Mode (S0L Server authertication and Windows authentication)
lnstall Rules
Feature Selection Specify the pasmwand fiar the SOL Sareer systemn sdministrator (s8] account.
Faature Rides Enter passwort: [S—— |
Instance Confguration T |
cm’_"‘m“ Condirm paspagnd:  Indtabbail

Databuse Engine Configuration Specify SOL Server administrators -

Feature Configurstion Rules N y b1 S0 Senver administraloes
Ready to Install have unrestricted access
A 1o the Database Engine.
Complete
[ Add Curent User | | Agd.. || Remove |
[ cosk || Wees [ Concel

e On the Data Directories tab, change the location of the directories.
e Data Root Directory — d:\SQL
e User Database Directory — d:\SQL\Data
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e User Database Log Directory — d:\SQL\Logs
e Backup Direcotory — d:\SQL\BackUp
On the TempDB tab
e Data Directories — d:\SQL\Temp\Data
e Log Directory — d:\Sql\Temp\Logs
On the FILESTREAM tab, tick Enable FileStream for Transact-SQL
access and Enable FILESTREAM for file I/O access. Click Next.
On the Ready to Install page, click Install
After installation your SQL Server 2016 is installed. You may be asked to reboot.

Installing SQL Server Management Tools

It seems that SQL 2016 have now separated out the SQL Server and SQL Server
Management Tools. So this is an additional step to carry out.

Back on the SQL Server Installation Center (run setup.exe from DVD drive if not
showing), click on Install SQL Server Management Tools

- SQL Server Installation Center l-o N
Plllﬂning E Mew 0L Server stand-alone installation or add festures to an existing instafllstion
Instailation Launch & wizard to install S0L Sercer 2016 in a non-clustered ervironment or te add

features to an exdsting S0L Server 2016 instance.
Mairtenanca
Toal d Install 501 Server Management Took
P -
j“t’b Launch a dewenlasd page that pronades 3 hink to install 50U Senver Mansgement
Resources Studio, SOL Server command-line utilities [S0LCMD and BCP), SOL Server PoswerShell
provider, 501 Senver Profiler and Database Tuming Advisor. An intemet comnection is
Advanced required to irstall these tooks.
Orpticns | Y Imstal 301 Server Data Tooks
3 J Launch a downlosd page that prowides a link to install S0L Server Data Tools (S50T).

S5DT prowides Wisual Studio integration including project system support for Azure
SOL Database, the 301 Server Database Engine, Reporting Serdces, &nabysis Services
and |Integration Services. &n intermet connection = required to install 5507, E

Mew SCL Server failower cluster installation

i

Launch & wizard to install a single-node S0 Sercer 2016 failover cluster,

)j‘ Add node to & SOL Sercer fabover chuster
¥ Launch & wizard to add a node to an sasting 30U Sereer 2016 failover cluster,

o,

Upgrade from & previous version of 500 Senver

Launch & wazard to upgrade & previous version of S0L Server to SOL Server 2015,

Mew R Server (Standalone] installation

o P

Lawnch & wizard to install B Server (Standalone) on 2 Windows machine. This is
typicalby used by data scientists 2z a standalone anslysis server or 2= 8 300 Server R
Serveces chent

Microsoft” SOL Server 2006

This takes you off to a website address https://msdn.microsoft.com/en-
us/library/mt238290.aspx to download the SQL Server Management Studio (SSMS)
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seperately.

| TETEE micr—. & = @ G || [f] Downlosd SOL Server Mana | .3

vee w501 Server Management Tools fincludin.. > Downboad S0L Server Manapement Stu.., = B Print $
Download SQL Server Management Studio
(SSMS)

Lipaatect August 13, 2076

SO0 Serder Management Studio [35M3S) is an integrated emanonment for a0cessing, confsgunndg. m g, adminstenng, and

developing all ¢

wponents of
5 ared &dr

OO 3 Droad RO

rators of all skoll leveds access to SOL Ser

5 —
ympatinlity Wtk JL =
preveaus verssans of SOL Server, a stand-alone web nstaller, and 10as! notifications within SSME when new releases becoms availrss—'

TR SCTIET BONTGTE TOf |

pravice develd

{B Download 501 Server Management Studio (S35M5)

Download SOL Server Managemaent Studio 16.3 release

e Click the download link, and run it. (Or Save and run it afterwards) Over 00MB in
size.
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e Click Install.

Install | | Close !

e Once installed, you will get a success message. Close this screen.
< Configuring SQL Server 2016
e From the start screen type SQL Server Configuration Manager and select the
application.
e Click to expand SQL Server Network Configuration (not the 32 bit), and
choose Protocols for MSSSQLServer, and ensure TCP/IP and Named Pipes are
enabled. To enable them right click them and select Enable. Click OK at the warning.

48 50L Server Configuration Manager (Local) || Protocol Name Status
& SQL Server Services % Shared Memory  Enabled
‘IA S0L Server Network Configuration (32bit|| 5™ Named Pipes Enabled
b % 5QL Native Client 11.0 Configuration (321 | g=Tcp/1p Enabled

4 J SQOL Server Network Configuration
_Ji‘_ Protocols for MSSQLSERVER
I+ % SQL Mative Client 11,0 Configuration

e Close the SQL Server Configuration Manager.
< Apply the DisableLoopbackCheck Registry Fix

INFO 3250 Hand on Practice Preparation David Wang@KPU



e Click the Windows PowerShell icon in the Taskbar.

e Run the following PowerShell commands, pressing [Enter] after each one:
$regKeyPath = "HKLM:\System\CurrentControlSet\Control\Lsa"
$key = "DisableLoopbackCheck"
New-ItemProperty —Path $regKeyPath —Name $key —Value "1" —Property Type
dword

< Giving SP_Setup account access

Note: If you continue without doing the DisableLoopback Check registry you will get an

error message saying “Login Failed. The login is from an untrusted domain and connot

be used with Windows authentication”

e From the start screen type SQL Server 2016 Management Studio and open the
application.

e Change the server name to SQL2016 (we set a host name in an earlier post)
and logon as Windows authentication.

e Expand Security from the object explorer and right click Logins and select New

Login...
Cibgmct Explones = QX
Comert- H ¥ = TG B
h SOLI0BE [SOL Server 13.001631.5 - CFCH Login - Mew
% [ Detabarm Solect , -
= @ Secwity ..- --,,e,:.,:,mI o Jomt [ Hee
= [ Lesging 4 Server Fokss
B, enMts PelicyErmntProcessn 5 Liear Mapping Losgin rawmes ] Search
B, 005 Poli eeutienl e : i -
& CFCODEXIS.sdmintrites T Swen Do
A, NT AUTHORITY\SYSTEM 1. Sorvey uhoriicebon
& NT SERVICE,MSSOLSERVER
& NT SERVICE\SOLSERVERAGLE
A NT SERVICE\SOLTELEMETE
A HT SERVICESOLWeiker
B HT SERCE Winengent
8 =
= Ll Server Roles

¥ [ Credentals
& 3 Cryptograpkic Providers
W I Audits

i Server fiudi Specificsbons Connechon Manged to mmrveeiic key

e Next to the Login Name click Search

o Ensure the Location is set for Entire Directory, and then type SP_Setup and
click Check Names.

e Click OK.

Mappesd to Cadtiicas

INFO 3250 Hand on Practice Preparation David Wang@KPU



e On the left hand panel, select the Server Roles page, and tick dbcreator,
securityadmin and sysadmin. Then click OK.

S5 serpt v [ Help

Server role is used to grant server-wide securly privieges 1o 8 user.

T ——
|w dbcreatar

[ diskadmin
[] precessadmin

v public
[ ] serveradmn
[w =y=admin

Now we can think about Installing SharePoint 2016.
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Installing SharePoint 2016 — (This post)
< Giving SP_Setup Account administrative privilege on your SQL/SharePoint Virtual
Machine
Before we can start installing SharePoint 2016, we want to install it using a Setup
account. In Part 6 we created the SP_Setup account, now we need to add this to the
administrators group of the local machine.

e On the start menu, type Edit local users and groups and select the application

In the left-hand pane, click Groups. Then double click Administrators group to open it
up.
B lusrmagr - [Local Users and Groups (Local}\Groups]
File Action View Help

oo =@ XE = BF

B Local Users and Groups (Local) || Mame Descnption
Users Q’ Access Conkrol Assist...  Members of this group can remat...,
3 Groups b Administrators _____ Administrators have complete an... |
&% Backup Operators Baclkup Operators can ovemide se..

&¥ Certificate Service DC...  Membaers of this group ane allowe..,
& Cryptographic Operat.. Members are authorized to perfor...

e Click on Add... and enter SP_Setup. Click on OK, and then OK again to close the
Administrators property box.
e Sign out of the SQL/SharePoint Virtual Machine as Adminstrator, and sign back in
as SP_Setup
< Insert SharePoint Server 2016 disk
e From the Hyper V Manager on your host machine, right click and select Settings...
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e Under the DVD Drive, change the image file from SQL 2016 to SharePoint 2016.

Click OK.
i Settings for SP2016 on PALLPC - by
SP2016 v 4 k|G
# Hardware &4 DVD Drive
*| AddHardware
| — Selact the controller and lacation on the controller to attach the ODJOVD drive,
Boat from Fie Confroller: Location:
W Secwity SCSI Contraler ~ | | 1(inuse) bt
B Memary Mm_ . i
153548 Spedfy the media to use with your virtusl COOVD drive.
+ n Pricegsor I:] e
rius proCEssorn @ ﬂq:

= B8 5C51 Controller
# —a Hard Drive

:. VD Drrve:
en_shanepaint_server 2016 x...

® L mestwork Adapber

# Management

[ 450 en_sharepoint_server_2016_wé4_dvd_B419458.is0

T remrve e virtual CDJOVD drive fram this virtual machine, dide Remave,
Remawe

< Install SharePoint 2016 prerequisites.

¢ Go back within the Virtual Machine, and double click the D drive, or run splash.hta

SharePoint 2016

ation guide

Read the upgrade guide

Visit Windows Update

Visit product website

e Click the Install Software Prerequisites link.
e In the Microsoft SharePoint 2016 Products Preparation Tool dialog, click Next
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e Accept the License Terms. Click Next.
e The prerequisites for SharePoint 2016 will be installed and set up. When it has
completed, will be asked to reboot. Click Finish

Your system needs to restart to continue. Press
Finish to restart your system.

TS =
* Microsoft ODBC Dever 11 for SQL Server: instaled successfully |
'Hﬁuﬂﬁmﬁmﬂuﬁﬁrﬂuﬂﬂﬂﬂﬁﬁl}mm

Microsoft WCF Data Services 5.6 instaled succeasfully

= Cumulative Update Package 7 for Microsolt AppFabric 1.1 for Windows Server
(FEIN52423): instabed successfilly =
* Micosoft NET Framewaors 4.6: equivalent products already installed (no action
aken)
= Visual C++ Redistrbutable Fackage for Visual Studio 2012 instaled successfully
» Vigwal C++ Radisrbutabie Package for Visual Studio 2015 was sready installad [

Ia:!m!i-:ﬂ'li .:.

Rewiew the laq fis
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e After a reboot and logged back in as SP_Setup, the installer continued. The
prerequisites finally completed. Click Finish

Installation Complete

Al required prerequistes have been instaled or enabled,

FBRET]

Wndmwﬁn’mﬂppﬁd:nc was already installed (no action taken)
h'ﬁ:m:rﬁklrﬂgr - aquivalent products already installed fno action taken)
* Microgaft Information Protection and Cartrol Client 2 1: equivalent products ready
instaled o action taken)
* Microsoft WCF Data Services 5.6 was aiready installed (no action takoen)

» Cumulabive Update Package 7for Microaoft AppFabac 1.1 for Windows Sarver
\KB3I092423) was aready installed (o action taken)

= Microsoft NET Framework 4.6: equivalent products already instaled iha action
takoan)

* Wigual C++ Redistrbutable Package for Vieual Studo 2012: equivalent products
inglaliad fro solion taken)

* Visual C+ Redistrbutable Package for Visual Studio 2015: md-ndrmtd:dim
taken)

L

Some features may require addiional optional prerequisites. Please review them on bip -/
go.microsoft com fwdnk, TLink|D=-513440.

k is recommended that you keep your Windows operating system up to date on hitp/
windowsupdate microsoft.com.

Back o

< Installing SharePoint 2016
e Double click the D drive, or run splash.hta
e Click Install SharePoint Server
e  When prompted Enter your Product key. Click Continue.
e Tick I accept the terms of this agreement. Click Continue.
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o Accept the default file location (Unless you have a reason not to). Click Install Now.

L__!% Installation Progress

Installing Microsoft SharePoint Server 2016...
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e When it has finished. Run the configuration wizard by clicking Close.

Run Configuration Wizard

To complete configuration of your server, you must run the SharePoint Products
Configuration Wizard.

[w Run the SharePoint Products Configuration Wizard now.

On the Welcome to SharePoint Products click Next >
Accept the dialog warning that services may have to be started or reset during
configuration. Click Yes.
e On Connect to a server farm, sclect Create a new server farm. Click Next >
On the Specify Configuration Database settings
A. Database Server: SQL2016
B. Database Name: SharePoint_Config
C. UserName: cfcode2016\SP_Farm
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D. Password: Pa55w0rd
Click Next >

e On Specify Farm Security Settings put the Passphrase as Pa55w0rd. Click Next >
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e On Specify Server Role as this is a development environment, select Single Server
Farm. Then click Next >

e On Configure SharePoint Central Administration Web Application tick Specify port
number. Type in the number 2016. Select NTLM for security settings.
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Click Next >.

e On the final page Completing the SharePoint Products Configuration Wizard it will
display a summary of what you have selected. Click Next >

e When the installer has finished, you will be presented with Configuration Successful.
Click Finish. Internet explorer will open Central Administration allowing you to
complete the installation. Click Cancel to Configure your SharePoint Farm. There is
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no need to run the wizard and better doing each service separately as you need it.

Configuration Successful

The following configuration settings were successfully applied:

= Configuration Database Sarver [sQL2015
® Configuration Databass Name [SharePoint_Config
= Hostthe Central Administration Web Applicstion lyes

w Central Administration UAL |http: fcfep2016:2016/
» Authentication provider [M'n_u
u Local ServerRole |Ei'ﬂ:-5ﬂ"|‘ﬂ' Farm

Click Finish to close this wizard and |aunch the SharePolnt Central Administration website to continue

configuring your SharePoint install ation, The users may be by theirweb brows erfor theusemame
Enuu%nm DOMAIN\WSser_Name and password to access the site. At that prompt, enter the credentials that
youusedtologonto this computer. Add this site to thelist of trusted sites when prompted.
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